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INVESTMENT MANAGEMENT AGREEMENT

This investment management agreement (“Agreement”) is made on the date that it is signed by
both you (“Client” or “you”) and Covestor Limited, an investment adviser registered with the
Securities and Exchange Commission (“SEC”), whose mailing address is 175 Federal Street,
Suite 930, Boston, MA 02110.  Covestor Limited is doing business as Interactive Brokers Asset
Management (and IB Asset Management) and is referred to as “IBKRAM”, “Adviser” or “we”
throughout this Agreement. 

You and we agree:

Definitions

“Account” means the brokerage account or
accounts at Interactive Brokers LLC where
your assets managed by IBKRAM are held.

“Advisers  Act”  means  the  Investment
Advisers Act of 1940, as amended.

“Affiliates” means (a)  our officers,  partners
or  directors  (or  persons performing similar
functions),  (b)  our  current  employees  and
representatives, and (c) persons directly or
indirectly controlling us or controlled by us.
“Control”  is  defined  in  the  Advisers  Act.
Among others, Interactive Brokers LLC is an
Affiliate of Adviser.

“Aggregation”  refers  to  combining  multiple
orders from different  clients,  for  the same
securities on the same terms (such as price
or timing), for submission as a single order
for execution. 

“Assets” means the total assets that we are
managing  under  this  Agreement,  including
assets invested and assets not invested in
Portfolios.

“Broker-Dealer” means the broker-dealer on
the Account, i.e., Interactive Brokers LLC.

“ibkram.com”  means  the  Website
maintained  by  Adviser,  and  located  at
http://ibkram.com

“ERISA”  means  the  Employee  Retirement
Income Security Act of 1974, as amended. 

“Fee” means the fee for our services as set
out  in  the  section  entitled  “Management
Fee” and Exhibit A.

“Governing  Jurisdiction”  means  the
Commonwealth of Massachusetts.

“Interactive  Brokers”  means  Interactive
Brokers LLC and its affiliates.

“Investment” means the Assets, designated
by you, to be invested in a specific Portfolio.
An Account can have separate Investments
to multiple Portfolios, each of which can be
based on the Data of a different Third-Party
Portfolio  Manager  or  the  trading  in  a
portfolio managed by IBKRAM. 

“Investment  Profile”  refers  to  your
investment needs, goals and objectives you
described  in  response  to  the  risk
assessment  questionnaire  you  filled  out
after becoming an IBKRAM client and any
updates  you  have  made  to  your
questionnaire  responses.  IBKRAM’s  risk
assessment  questionnaire  takes  in
consideration  your  financial  situation,
income,  net  worth,  ability  to  take  risks,
investment  objective,  age,  investing
knowledge,  investment  horizon  and
tolerance for drawdowns in generating your
“Investment  Profile.”   IBKRAM only  allows
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Portfolios of Third-Party Portfolio Managers
in which you have Investments. 

You should be aware that, while we aim to
track  the  Third-Party  Portfolio  Managers’
activity  in  the  Portfolios  as  closely  as
possible,  we  make  no  guarantee  we  will
succeed in doing so, or that we will achieve
the  same  performance  for  you  as  Third-
Party  Portfolio  Managers  may  have
achieved for themselves. This could be due
to  a  number  of  reasons  including  but  not
limited  to:  (a)  the  timing  of  your  initial
investment and of any subsequent additions
and  withdrawals  you  make  in  your
investments;  (b)  restrictions  you  place  on
the Account,  (c)  any delay  in  receipt  of  a
Third-Party  Portfolio  Manager’s  Data,  (d)
rounding differences resulting from differing
levels of Assets in your Account invested in
a  Portfolio  and  that  of  the  Third-Party
Portfolio  Manager,  (e)  our  discretionary
decisions  stemming  from trade  replication
rules  Third-Party  Portfolio  Managers  have
agreed to within the risk score framework,
and (f) any changes we may decide to make
to the way we replicate Portfolio  trades in
your Account.

To ensure that we are able to better track
the Third-Party Portfolio Managers’ activity,
you authorize us to make adjustment trades
we in our discretion determine will help your
Account mirror the Portfolio(s) in which you
invest.  These  adjustments  could  require
small  buy  or  sell  trades  in  your  Account,
which  you  authorize  us  to  effect  without
your  specific  advance  approval  or
authorization. You acknowledge and agree
that  you  will  incur  additional  transaction
costs, including commissions, in connection
with  these  small  adjustments.  This  is  a
conflict  of  interest  because  Interactive
Brokers, our affiliated broker-dealer, collects
this  additional  commission  revenue.   You
acknowledge  and  understand  that  there
could  be  price  differences  between  these
small adjustments and the trades preceding

them.  IBKRAM will attempt on a best efforts
basis  to  execute such adjustments on the
same trade day or within one trade day of
the related replication trade. 

In  the  specific  case  of  options,  you
understand and acknowledge that IBKRAM
will attempt to mirror the options trading in
the Portfolio(s) in which you invest but may
not be able to perfectly replicate the same
proportion of  options  in  your  Account  that
the Third-Party  Portfolio  Manager  holds  in
his Portfolio for several reasons, separately
discussed in our options disclosure. This will
result  in  your  Account  having  different
performance,  leverage,  levels  of  risk  and
trading costs than the Portfolio you invest in.
Any Data provided by a Third-Party Portfolio
Manager  represents  the  opinions  of  that
Third-Party  Portfolio  Manager,  was  not
written  with  your  specific  investment
objectives or financial situation in mind, and
should  not  be  construed  as  personalized
investment advice. While many Third-Party
Portfolio  Managers  are  registered
investment  advisers,  registration  is  not  a
requirement for publication on ibkram.com.
You should  be  aware  that  (a)  Third-Party
Portfolio  Managers  act  in  their  own  self-
interest and have no duty of care to you, (b)
all  opinions  expressed  and Data  provided
by  Third-Party  Portfolio  Managers  are
subject to change without notice, and may
not  be  complete,  timely  or  accurate,  (c)
because the primary information published
is their account activity, Third-Party Portfolio
Managers  could  be  trading  ahead  of  you
and could get  a better  price than you are
able  to  achieve  and,  if  a  Third-Party
Portfolio Manager is buying or selling a high
enough volume of an issuer that fact alone
can  move  a  security  to  a  less  favorable
price for you, and (d) when you first invest in
a Portfolio, you are making investments that
the  specific  Third-Party  Portfolio  Manager
may have made some time before and you
could  get  different,  and  potentially
unfavorable terms. 
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You  agree  to  provide  us  with  any  other
information and documentation that we may
request  in  connection with this  Agreement
or related to your Investment Profile. We are
not  required  to  verify  the  accuracy  of  the
information, but we will  periodically prompt
you to update this information to reflect any
changes  in  your  financial  situation,
investment  objectives  and  any  securities
restrictions you want to place on the trading
in the Account.

The  information  you  provide  us  in
connection with this Agreement and for the
purpose of appointing us as your investment
adviser  is  confidential.  Pursuant  to  our
privacy policy, we will not disclose it, except
in limited circumstances. Typically, we only
disclose the information as required by law,
or,  as  needed,  to  implement  your
investment  needs  or  perform the  services
contemplated  by  this  Agreement.  Please
see our Privacy Policy for details regarding
how  we  protect  your  non-public  personal
information.  

You  acknowledge  our  Privacy  Policy
published on our website and consent to the
collection  and  use  of  your  information  as
described therein.   By  accessing  or  using
our services you consent to us processing
your  information  in  accordance  with  the
terms set out in the Privacy Policy.  

As  an  entity  incorporated  in  the  United

Kingdom, our  processing  of  your  personal

information  will  comply  with  the

requirements of the General Data Protection

Regulation  (EU)  2016/679  (“GDPR”)  and

you  have  all  the  rights  set  forth  in  that

regulation.  You  may  refer  to  the  Privacy

Policy for details on that regulation and your

rights  thereunder.  IBKRAM’s  Data

Protection  Officer  may  be  contacted  at

dpo@ibkram.com. 

You  agree  that  we  may  disclose  your

personal data only:

 in  furtherance  of  our

business  relationship  with  you  and

then  only  to  those  persons

necessary to effect the transactions

and provide the services you request

and authorize, including our affiliated

broker-dealer  and  other  affiliates

assisting us in providing services to

you; 

 to  persons  assessing  our

compliance  with  industry  standards

(e.g.,  professional  licensing

authorities); 

 to  our  attorneys,

accountants,  auditors,  regulators  or

otherwise  as  required  by

government agencies and other third

parties  by  law  and  where  it  is

reasonably  necessary  for  the

establishment,  exercise  or  defense

of  a legal  or  equitable claim or  for

the  purposes  of  a  confidential

alternative  dispute  resolution

process; and 

 to  other  third  parties  in

certain  circumstances  (e.g.,  third

parties that perform administrative or

marketing services on our behalf or

for  joint  marketing  programs)  with

your prior consent.  

IBKRAM will act as a data controller of your

personal data within the meaning of GDPR.

Without  prejudice  to  the  Privacy  Policy,

which  is  hereby  incorporated,  you  hereby

consent to the use of your personal data by

us or on our behalf:

 for the purposes of providing

services  to  you in  accordance with

the  Agreement  and  for  our  own

administrative,  record-keeping  and

compliance procedures;
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(This Section is intentionally left blank.)
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By executing this Agreement, each party acknowledges and accepts its respective rights,
duties, and responsibilities hereunder. This Agreement shall be deemed signed and accepted
by Adviser on the date and at the time the Client executes it.  
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Investment Management Agreement 

EXHIBIT A – Fees

Fees on Investments

 Adviser only charges its clients Fees on Investments to Portfolios. As defined above, an 
Investment refers to the Assets designated by you to be invested in a specific Portfolio. 

 No Fees are charged on Assets in your Account that are not invested in Portfolios.

Fees Are Based on the Portfolios You Select

Prior to investing in any Portfolio, you will be advised of the Fee, including any annual
management fee rate applicable to your Investment in  that  Portfolio.  By choosing to
invest in a specific Portfolio, you agree to pay the Fees associated with that Portfolio,
which are displayed on that  Portfolio’s  webpage on the Adviser’s  website  located at
http://ibkram.com and  on  the  screen  where  you  invest  in  the  Portfolio.  If  the  fee
information on the portfolio pages is different from the fee information set forth in this
Agreement, this Agreement controls.  

 The annual management fee varies by the Portfolio chosen and is quoted as an annual
percentage of the gross market value of the Investment. 

 Generally, you will pay Adviser the following Fees:

Annual Management Fee 

o Investments  in  IBKRAM-Managed  Portfolios:  An  annual  management  fee

ranging between 0.08% and 0.30% of  the gross market value of your Assets
invested in an IBKRAM-managed Portfolio depending on the portfolio type you
choose  to  invest  in.   The  fee  associated  with  each  IBKRAM-Management
Portfolio is specified on each portfolio page located at  http://ibkram.com and on
the screen where you invest in the Portfolio. The fees vary by portfolio line and
they are the following at this time:

 Large Capitalization Smart Beta Portfolios: 0.08% 
 Small Capitalization Smart Beta Portfolios: 0.11%
 Asset Allocation Portfolios: 0.12% 
 Index Tracking Portfolios: 0.20%
 WisdomTree ETF Portfolios: 0.10%
 State Street ETF Portfolios: 0.30% 
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o Investments in Portfolios Managed by Third-Party Portfolio Managers: An

annual management fee ranging between 0.25% and 1.50% of the gross market
value  of  your  Assets  invested  in  each  Portfolio  managed  by  a  Third-Party
Portfolio Manager. 

o These  annual  management  fees  will  be  deducted  from Assets  held  in  your

Account.  The  annual  management  fee  will  be  computed  daily  and  payable
monthly in arrears (or in connection with a withdrawal from a Portfolio).  On a
daily basis, the applicable fee rate associated with each Portfolio in which you
have  invested  will  be  applied  to  the  end-of-day  gross  market  value  of  your
Investment in that Portfolio, and the resulting amount will be divided by 365. At
the end of each month, you will be charged a fee made up of the sum of all daily
fees calculated during that month for each Investment.

 For  client  investments  in  Portfolios  managed  by  Third-Party  Portfolio  Managers,
IBKRAM retains a 0.25% management fee and pays the rest of the Fee to Third-Party
Portfolio Managers.

 For the Smart Beta and Asset Allocation Portfolios, IBKRAM retains the entire annual
management fee charged to its clients and does not pay any portion of the Fee to any
Third-Party  Portfolio  Managers or  any other  third party  (as  Third-Party  Managers or
other  third parties have no role in  these Portfolios).   In  the case of  other IBKRAM-
managed Portfolios based on data licensed from third parties (e.g., Index Tracking and
State Street Portfolios), IBKRAM remits some of the fee revenue collected from investing
clients to the third parties licensing the data to it.  

 The  gross  and  net  market  value  of  a  Portfolio  is  determined  from  the  statements
provided by Interactive Brokers, an affiliate of Adviser.

 IBKRAM does not charge Clients Performance Fees (i.e., fees based on share of capital
gains on, or capital appreciation of the assets in their accounts) for investments in any of
the Portfolios on its platform. 
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AUTHORIZATION FOR TRANSACTIONS IN RETIREMENT ACCOUNTS
SUBJECT TO THE EMPLOYEE RETIREMENT INCOME SECURITY ACT OF 1974

(“ERISA”)AND THE INTERNAL REVENUE CODE OF 1986 (THE “CODE”)

Your authorization for certain transactions.

You own an account which is part of a plan, such as a pension or other employee benefit plan,
which is subject to the prohibited transaction and fiduciary responsibility rules of Part 4 of Title I
of ERISA, or the prohibited transaction rules of Section 4975 of the Code, or both.

ERISA and the Code generally prohibit fiduciaries with respect to employee benefit plans and
individual retirement accounts (IRA), like Covestor Ltd (Covestor), from engaging in self-dealing
in  connection  with  transactions  involving  plans  and  IRAs.  But  the  Prohibited  Transaction
Exemption  (PTE)  86-128  issued  by  the  Department  of  Labor  allows  fiduciaries  and  their
affiliates: (a) to receive compensation in connection with certain securities transactions entered
into by plans and IRAs, and (b) to act as agent in agency cross transactions for both a plan or
IRA and one or more other parties to the transaction and receive fees from the other parties in
connection with these transactions if certain specific authorization and reporting requirements
are met. 

Pursuant  to  PTE  86-128,  you  hereby  authorize  Covestor  and  Interactive  Brokers  LLC
(Interactive Brokers), Covestor’s affiliated broker-dealer to:

 receive brokerage commissions for effecting or executing securities transaction in your
account to the extent that the securities transactions are not excessive in amount or
frequency under the circumstances; and

 act as a broker for both you and the party on the other side of  the transaction and
receive reasonable compensation from both you and the other party.

As stated in the Investment Management Agreement, all brokerage transactions in your account
will occur through Interactive Brokers, Covestor’s affiliate, and are subject to this authorization
requirement in the case of retirement accounts. 

You may terminate this authorization at any time by providing written notice to Covestor.
Covestor will also give you the opportunity to revoke this authorization annually.

You can terminate this  authorization  and your  Investment  Management Agreement,  without
penalty, with written notice to Covestor via first class mail, personal delivery or email. Although
written notice of termination is required, you are not expected to use the below Termination
Notice form in order  to  effectively  terminate this  authorization.  That  is  simply  the form that
Covestor will use as part of its annual reauthorization process. 

Annually,  Covestor  will  email  you  a  Termination  Notice  form giving  you  the  opportunity  to
terminate  this  authorization.  This  form  (provided  below)  will  explain  that  the  agreement  is
terminable at will at any time upon providing written notice to Covestor and your failure to return
the Termination Notice form or provide some other written notification of your intent to terminate
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this authorization and the Investment Management Agreement with Covestor within thirty days
from the date the termination form is sent to you will  result in the continued authorization of
Covestor and Interactive Brokers to engage in the above-described transactions on behalf of
your account.

Please note that, if you terminate this authorization, you will no longer be able to invest through
Covestor  as  all  trades  we  make on  your  behalf  are  executed through Covestor’s  affiliated
broker-dealer, Interactive Brokers, and transactions in portfolios you invest in may constitute
agency cross transactions between your account and the account of another Interactive Brokers
customer. 

Documents Covestor provided to you before this authorization.

You  acknowledge  that,  before  you  have  provided  authorization  for  the  above-referenced
transactions,  Covestor  has  provided  you  with  a  copy  of  Prohibited  Exemption  86-128
(https://www.gpo.gov/fdsys/pkg/FR-2016-04-08/pdf/2016-07929.pdf), the form for termination of
this authorization (provided below),  the Investment  Management Agreement (available  here:
http://site.covestor.com/agreements)  which  describes  Covestor’s  execution  of  brokerage
transactions through its affiliated broker-dealer and the conflicts of interest posed by agency
cross  transactions,  and  Covestor’s  Informational  Brochure  (available  on  this  page:
http://site.covestor.com/agreements).   You  may  find  a  description  of  Covestor’s  brokerage
practices in the Informational Brochure (Form ADV Part 2A), Item 12: Brokerage Practices.

You  may  contact  Covestor  to  request  additional  information  on  Covestor  and  Interactive
Brokers’ brokerage practices. 

Trade confirmations and activity statements.

Through  the  Account  Management  functions  on  the  Interactive  Brokers  website,  you  may
access trade confirmations and daily, monthly and annual Activity Statements that detail:

 all securities transactions in your account;

 the date, time, identity, price, and number of shares of each security purchased or sold;

 whether Interactive Brokers acted as an agent for you and some other person in the
transaction; and

 all commissions you paid in connection with the trading in your account. 

Interactive Brokers also physically mails quarterly account summaries to your address. 

Quarterly  and  annual  statements  separate  out  the  amount  of  commissions  retained  by
Interactive Brokers and any amount of commissions paid to other persons for execution or other
services.

Annual activity statements for your account also include:

 any material changes to Interactive Brokers’ brokerage practices during the year;
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 an  annualized  portfolio  turnover  ratio  calculated  as  a  percentage  of  assets  (i.e.,
securities and cash) over which Covestor had discretionary investment authority at any
time during the year; and

 a statement identifying the total number of agency cross transactions during the year
and the total amount of all commissions or other remuneration received from all sources
by Interactive Brokers.

As stated in the Investment Management Agreement, all brokerage transactions in your account
will  occur  through  Interactive  Brokers,  Covestor’s  affiliate,  and  are  therefore  covered
transactions that need to appear on your trade confirmations and activity statements. Agency
cross trades will be separately identified on your trade confirmations and activity statements. 

Proposed Termination Notice form

I,  ___________________________,  request  immediate  termination  of  the  Authorization  for
transactions in retirement accounts subject to the Employee Retirement Income Security Act
and the Internal Revenue Code that I have previously provided to Covestor Ltd (Covestor) and
Interactive Brokers LLC (Interactive Brokers) and the Investment Management Agreement that I
have previously entered into with Covestor. 

I have confirmed that I have returned this termination notice to Covestor within thirty days from
the date Covestor sent me this annual termination form. 

I  understand  that  my failure  to  return  this  termination  form or  provide  some  other  written
notification  of  my  intent  to  terminate  this  authorization  and  the  Investment  Management
Agreement with Covestor within thirty days from the date the termination form was sent to me
will result in the continued authorization of Covestor and Interactive Brokers to engage in the
authorized transactions on my behalf.

Nonetheless,  I  may terminate this  authorization  at  will  and at  any time,  without  penalty,  by
sending Covestor a written notice of termination via first class mail, personal delivery or email.
 My written termination notice to Covestor does not need to use this specific form, and may be a
simple email or letter.

I understand and acknowledge that, if I terminate this authorization, I will no longer be able to
invest through Covestor as all trades in Covestor portfolios are executed through Covestor’s
affiliated broker-dealer, Interactive Brokers, and transactions in portfolios I may wish to invest in
constitute  agency  cross  transactions  between  my  account  and  the  account  of  another
Interactive Brokers brokerage customer. 

I acknowledge that Covestor has provided me with all required disclosures and reporting during
the time period that  this  authorization  and the Investment Management  Agreement were in
effect.
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Signed and acknowledged,

____________________
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INTERACTIVE BROKERS ASSET MANAGEMENT’S PRIVACY POLICY 

FOR CLIENTS, MANAGERS, ADVISERS AND WEBSITE VISITORS

Last updated May 15, 2018

Covestor Limited doing business as Interactive Brokers Asset Management ( “IBKRAM”) has

adopted this  policy  with  recognition that  protecting the privacy and security of  the personal

information we obtain about you is an important responsibility. That is why we have developed

policies and practices designed to protect the privacy of your personal information. We also

know that you expect us to serve you in an accurate and efficient manner. To do so, we must

collect  and  maintain  certain  personal  information  about  you.  By  opening  an  account  or

contracting  with  IBKRAM  or  by  utilizing  any  of  our  services,  you  have  consented  to  the

collection and use of some of your personal information in accordance with this privacy policy.

We encourage you to read this privacy policy carefully. 

This policy is based on the privacy and data protection principles common to the countries

where we have offices and is intended to summarize our data protection practices generally

and to advise our clients, managers, advisers, website visitors and other third parties about the

privacy policies that may be applicable to them. 

This  policy  outlines  the  types  of  information  we  collect  about  you  and  how  we  use  and

safeguard that information. It applies to the use of our products or services and to our sales,

marketing and customer service activities. If you have any questions or concerns regarding this

statement,  you  should  contact  us  by  phone  at  1  (866)  825-3005  or  by  email  at

clientservices@ibkram.com.

Industry Developments and Marketing

We like to keep our clients, managers, advisers, prospects and other interested parties informed

of developments of interest to them. If you do not want to receive publications and / or emails

from us,  please  let  us  know by  sending  a  request  to  be  removed  from our  email  lists  to

clientservices@ibkram.com.

What Personal Information We Collect

As a general principle, you will  provide us with your personal information entirely voluntarily.

While there are usually no detrimental effects for you if you choose not to consent or to provide

personal information, we will not be able to take certain actions you request us to without some
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of  your  personal  information.  For  instance,  personal  information  is  required  to  enter  an

agreement with us, process any instructions you request, or provide you with access to our

services or newsletter. In these cases, it will unfortunately not be possible for us to provide you

with  what  you  request  without  the  relevant  personal  information  and  we  will  notify  you

accordingly.

In  order to provide our services to you and to comply with applicable legal  obligations and

regulatory  requirements,  IBKRAM collects  certain  personal,  nonpublic  information  from you

(“Personal Information”). 

This includes information collected from the following sources:

 Information collected during the account application process or your answers to

our  risk  assessment  questionnaire  (such  as  your  name,  e-mail  address,

telephone number,  birth  date,  social  security  number,  income and net  worth,

investment horizon, financial and investment status, risk-return attitudes, etc.);

 Information acquired from communications (electronic,  telephone, written or  in

person)  with  you  or  your  authorized  representatives  (such  as  your  attorney,

accountant, financial advisers, etc.);

 Information  acquired  as  a  result  of  transactions  processed  by  IBKRAM,  our

affiliates, or others (such as account numbers, additions/withdrawals, purchases,

sales, account balances, inquiries, etc.);

 Information we collect from your use of our services, including our website (such

as what services you use and how you use them, device information, information

collected through internet “cookies”, etc.); for additional information on our use of

cookies, please see our Cookie Policy available on the  Forms and agreements

page.

 Information  collected  from  other  legitimate  sources  (such  as  our  affiliated

companies, third-party aggregators, our marketing partners, consumer reporting

agencies, public sources or social networks).

We  do not collect  or  process  Personal  Information related  to  your  racial  or  ethnic  origins,

political  opinions,  religious  or  philosophical  beliefs,  genetic  data,  biometric  data,  or  data

concerning your health, your sex life or orientation.

How We Use Your Personal Information

If you are a client, manager or adviser contracting with us, we will collect and use your Personal

Information as necessary to perform a range of activities. A few examples include: 

 Taking steps at your request prior to entering into an agreement with us; 

 Providing you with our advisory services; 
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 Entering into or carrying out any agreements; 

 Pursuing legitimate interests, in particular to carry out, monitor and analyze our business

or website operations; 

 Dealing with any requests or inquiries you may have in connection with our advisory

services and any agreement you have with us; 

 Sending you communications related to the servicing of your account; 

 Enhancing your client experience; 

 Providing you with customer service; 

 Contacting you (unless you tell us you prefer us not to) regarding financial developments

that may be of interest to you; 

 Complying with any applicable laws or regulations in any country; and

 To accomplish any purpose related and/or ancillary to any of the above or any other

purpose for which your Personal Information was provided to us.

In some cases, and if  required under the applicable law, we may seek your consent before

using your Personal Information for the following purposes:

 Using your information to send you marketing communications about IBKRAM’s services

or resources;

 Using your information to send you our Smarter Investing newsletter; 

 Using your  information to send you customer surveys,  marketing campaigns,  market

analysis, contests and other promotional activities or events; 

 Sharing your information with our affiliates and non-affiliates to market to you; and

 Sharing information about your creditworthiness with our affiliates.

With regard to marketing communications, we will - where legally required - only provide you

with such information after you have opted in and provide you with the opportunity to opt out at

any time if you do not want to receive further marketing-related communication from us. If you

do not want to receive marketing emails from us, please let us know anytime by following this

link:  https://investing.ibkram.com/email-settings.  You  may  instruct  us  at  any  time  not  to

process  your  Personal  Information  for  marketing  purposes. We  use  email  tracking

technologies when sending subscription based e-mails. When you receive an email from us and

allow it to open images, we may be notified that you have opened the email, and some links

inside the email may also be tracked when they are visited. This information allows us to better

understand how the email performed and improve the content for further mailings. You can opt-

out  of  email  tracking at  any time by using the unsubscribe link  provided in  each e-mail  or

contacting clientservices@ibkram.com.

You may not  opt-out  of  account servicing  or  service-related announcements,  which are not

promotional in nature. For instance, we will send you communications related to the servicing of

your  account,  such as take-on instructions and order  confirmations.  We will  send also you

service-related announcements on rare occasions when it is necessary to do so, such as when

our service is temporarily suspended for maintenance.  We will send you occasional emails
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updating you about our services and you may unsubscribe from these at any time.

Depending on which of the above purposes we use your Personal Information for, we may use

your Personal Information on one or more of the following legal grounds:

 Processing  is  necessary  for  the  performance  of  a  client  instruction  or  other
contract with you;

 To comply with our legal obligations; and
 Processing is necessary for the purposes of our legitimate interest or those of

any third-party recipients that receive your Personal Information, provided that
such interests are not  overridden by your interests or fundamental rights and
freedoms.

In addition, the processing may be based on your consent where you have expressly given that

to us.

How We Share Your Personal Information

We do not disclose any non-public Personal Information we collect about you to anyone except:

 In  furtherance of  our  business relationship with you and then only  to those persons

necessary  to  effect  the  transactions  and provide  the  services  that  you  request  and

authorize (such as broker-dealers, custodians, etc.) including our affiliated broker dealer

Interactive Brokers LLC and other affiliates assisting us in providing services to you;

 To  persons  assessing  our  compliance  with  industry  standards  (e.g.  professional

licensing authorities, etc.);

 To  our  attorneys,  accountants,  auditors,  regulators  or  as  otherwise  required  by

government  agencies  and  other  third  parties  by  law  and  where  it  is  reasonably

necessary for the establishment, exercise or defense of a legal or equitable claim or for

the purposes of a confidential alternative dispute resolution process; and

 To  third  parties  in  certain  circumstances  (such  as  third  parties  that  perform

administrative or marketing services on our behalf or for joint marketing programs). We

will require your consent before disclosing any non-public Personal Information to third

parties for marketing purposes. These third parties are prohibited from using or sharing

the information for any other purpose.

Otherwise,  we  will  only  disclose  your  Personal  Information  when  you  direct  us  or  give  us

permission, when we are required by applicable law or regulations or judicial or official request

to do so, or as required to investigate actual or suspected fraudulent or criminal activities.

If you decide at some point to terminate our services, we will continue to adhere to this privacy

notice, as may be amended from time to time.
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How We Protect Your Personal Information

It  has  always  been  the  policy  of  IBRAM  to  exercise  the  utmost  discretion  regarding  the

information our clients entrust  to us. IBKRAM uses client  information subject to the client’s’

direction  and  control,  and  IBKRAM  maintains  reasonable  and  appropriate,  although  not

infallible, security precautions. 

We safeguard  the  confidentiality  of  your  Personal  Information  in  a  number  of  ways.  For

example:

 We do not sell or license lists of our clients, managers, advisers, or website visitors or

the Personal Information about them. 

 We never  trade,  sell  or  share your  information with  any unrelated parties except  as

necessary or appropriate to conduct IBRAM’s regulated and business activities, subject

to appropriate confidentiality, privacy and information security commitments provided by

the receiving party, or to further your interests, or as permitted or required by law or as

authorized or directed by you. 

 We restrict access to the Personal Information that you have shared with us to those

IBKRAM  employees,  agents  and  affiliates  who  need  to  know  such  information  in

connection with the services that IBKRAM or an IBKRAM affiliate provides to you. This

may include third party vendors IBKRAM utilizes to provide services to you.

 We maintain strict employment policies that prohibit employees who have access to your

Personal  Information  from using  or  disclosing  such  information  except  for  business

purposes.

 We take substantial precautions to safeguard your Personal Information, and maintain

physical, electronic and procedural safeguards that comply with applicable U.S. federal

or state (or other applicable) standards to protect your non-public personal information.

For  example,  the  IBKRAM  system  can  be  accessed  only  by  authorized  IBKRAM

personnel via valid user names and passwords. In addition, our Internet-based systems

include security measures such as encryption and firewalls.

 Our  website  (http://ibkram.com)  uses  secure  socket  layer  technology  (SSL)  so  that

information  displayed  and  submitted  by  you  is  always  encrypted.  No  method  of

transmission  over  the  Internet,  or  method  of  electronic  storage,  is  100%  secure,

however. Therefore, while we strive to use commercially acceptable means to protect

your Personal Information, we cannot guarantee its absolute security. 

How Long We Maintain Your Personal Information

We will retain your Personal Information for as long as we find it necessary to fulfill the purpose

for which the information was collected. Most client information will be kept for the duration of
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the  contractual  relationship  for  business  and  operational  purposes,  such  as  account

maintenance and responding to legal claims or regulatory requests. We will  generally retain

your Personal Information in an identifiable form as long as necessary to meet legal, regulatory

and business requirements. At a minimum we will retain records for at least five years to satisfy

our books and record obligations under Rule 17 C.F.R. 275.204-2.  We will  also retain your

Personal Information for a reasonable period of time after the end of the contractual relationship

to comply with applicable laws and regulations or as needed for our operational requirements.

When the Personal Information that  we have collected is no longer required,  we will  either

delete it in a secure manner or anonymize it by removing all Personal Information associated

with our records. 

We will  not retain Personal Information for longer than it is necessary, and we will  securely

delete  it  no  later  than a  set  number  of  years  after  the  closure  of  the  account  or  the  last

communication with us, whichever is later. Notwithstanding this provision, we may retain this

Personal  Data  past  standard  retention  periods  where  such  retention  is  necessary  for

compliance with a legal obligation to which we are subject (e.g., in connection with litigation,

investigations and proceedings) or in order to protect your vital interests or the vital interests of

another natural person.

Amending Your Account Information

We are committed to keeping accurate and up-to-date records. To update or correct any of your

information, please contact us at 1 (866) 825-3005 or clientrelations@ibkram.com or change the

information on our website. 

Other Important Information

Changes to Our Privacy Policy or Relationship with You

We may need to update this Privacy Policy from time to time. The latest version of this policy

will always be found on the  Forms and Agreements page of our website at  http://ibkram.com

and in the footer section of our website. Should we make any changes to this Privacy Policy that

may significantly alter our privacy practices, we will provide you with notice through our website

or through our other usual communication channels (e.g., email, dashboard notice) when we

implement the change. Changes to the Privacy Policy will take effect as soon as posted on our

website. 

Cookies

Please see our separate Cookie Policy available on the Forms and agreements page.
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When you visit our website, we use cookies to enhance your user experiences. Cookies enable

us to maintain your web session while you browse our website as well as help us provide you

with a better, more personalized experience. We automatically receive and record information

on our server logs from your browser including your IP address, IBKRAM cookie information,

and the pages you request. We use this information to improve the functionality and usability of

our website. 

We will  ask website visitors to consent to our use of cookies in accordance with the Cookie

Policy when they first visit the website. A cookie pop-up will be displayed to all visitors to our

website located at  http://ibkram.com until  they set  their  cookie preferences. Once a website

visitor sets his cookie preferences the pop-up will no longer display unless he clears his cookies

or uses a different browser or device to access the website. Website visitors may revoke their

previous consent to our use of cookies at any time by visiting the Cookie Policy page available

on the Forms and agreements page.

Data Transfer 

We may transfer, process and store your Personal Information in centralized databases and

with service providers located abroad if  required for the purposes set forth in this policy,  for

instance, in the United States, where we are licensed as an investment adviser, have an office,

and our affiliated broker-dealer’s (and other servicing affiliates’) operations are located. We also

back up our production data with a third-party vendor located in the United States and use

various other third-party vendors located in the United States who may have access to Personal

Information  by  virtue  of  performing  services  for  us  that  allow  us  to  fulfill  our  contractual

obligations to you. The United States may not have the same data protection framework or

provide the same level of protection as the country where you are using our services from, for

example  the  laws  within  the  European  Economic  Area.  This  Privacy  Policy  governs  such

Personal Information transfers to the United States. 

We will comply with the General Data Protection Regulation requirements providing adequate

protection  for  the  transfer  of  Personal  Information  from the  European  Union  to  the  United

States.  We will also require our agents, consultants and sub-contractors and others who are

outside of the European Economic Area or the United States and to whom we transfer your

Personal Information to ensure a similar level of data protection. When doing so we will comply

with applicable data protection requirements and take appropriate safeguards to ensure the

security and integrity of your Personal Information.

Other Terms and Conditions

There may be other specific terms and conditions in our agreement with you that govern the

collection, use and disclosure of your Personal Information. 
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Contact Us

This website is owned and operated by Covestor Limited. Covestor Limited is a private limited

company incorporated in the United Kingdom. Its principal place of business is at  Level  20

Heron Tower, 110 Bishopsgate, London EC2N 4AY, United Kingdom. While incorporated in the

United  Kingdom,  Covestor  Limited  is  registered  as  an  investment  adviser  with  the  U.S.

Securities and Exchange Commission. You may contact us by mail at the above address or at

our Boston office address (175 Federal Street, Suite 930, Boston, MA 02110), by phone at 1

(866)  825-3005,  or  by  email  at  clientservices@ibkram.com.  You may also  find  our  contact

information on this webpage: http://site.ibkram.com/contact

For  purposes  of  complying  with  data protection laws  in  the  European Union,  IBKRAM has

designated a Data  Protection  Officer  (DPO)  to  enhance and promote  compliance with  and

understanding of privacy and data protection principles. The DPO also serves as a point of

contact  for  answering  questions,  accessing,  amending,  or  correcting  your  information  and

resolving issues and disputes. If you have any questions relating to our use of your Personal

Information please contact William Sirett, our DPO, at dpo@ibkram.com.

Notice of Rights under the European Union’s General Data Protection Regulation

As an entity incorporated in the United Kingdom, IBKRAM is subject to the requirements of the

European  Union  General  Data  Protection  Regulation  (“GDPR”).  For  purposes  of  GDPR,

Personal Information is any information relating to an identified or identifiable natural person.

This  policy  applies  when  we  are  acting  as  a  data  controller  with  respect  to  the  Personal

Information  of  clients,  managers,  wealth  managers,  and  website  visitors,  i.e.,  where  we

determine  the  purposes  and  means  of  processing  that  Personal  Information.  For  clients,

managers and wealth managers, we collect and process Personal Information for the legitimate

purpose of providing them with services they requested and performing the contract we have

entered with those clients, managers and wealth managers. If we intend to further process your

Personal Information for a purpose other than that for which it was initially collected, we will

provide you with information on that other purpose before we use it. We procure consent from

website visitors, subscribers to our Smarter Investing Newsletter and other recipients of our

emails to process their Personal Information. 

If  you  are  a natural  person and we  process  you Personal  Information  under  this  policy  or

through  consent,  GDPR  grants  you  the  following  rights  with  respect  to  your  Personal

Information:

1. The right to be informed. You have the right to be informed about IBKRAM’s collection

and use  of  your  Personal  Information,  including  information  about  our  purposes  for

processing your Personal Information, our retention period for that information and who

this information is shared with. 

2. The right of access. You have the right to request a copy of the Personal Information
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that IBKRAM collects and processes for you. We may request appropriate evidence of

your identity before responding to such a request. We will  normally respond within a

period of one month from the date we receive the request. If we process a large amount

of your data, we may respond within three months of date we receive your request but

will email you within one month to let you know whether that is the case. If a request is

manifestly  unfounded or  excessive,  we  will  notify you whether  that  is  the  case and

whether or not we will respond to it. The first copy of your Personal Information will be

provided free of charge, but additional copies may be subject to a reasonable fee. 

3. The right  of  rectification. You have the  right  to  request  that  IBKRAM correct  your

Personal Information if inaccurate, incomplete or out of date. 

4. The right to erasure. In certain circumstances, you have the right to request deletion of

your  Personal  Information  without  undue delay.  For  instance,  you  have  the  right  to

request that your Personal Information be deleted when it  is no longer necessary for

IBKRAM to retain such data for the purposes of which that information is processed. You

may  withdraw  consent  to  consent-based  processing.  There  may  be  circumstances

where you ask us to erase your personal information but we are legally entitled to retain

it, e.g., when we need to comply with a legal obligation or need to establish, exercise or

defend legal claims. 

5. The right to restrict processing. You have the right to restrict the processing of your

Personal Information or withdraw your consent to Personal Information processing at

any time.  For  instance,  you may request  to restrict  the processing  of  your  Personal

Information when: you contest the accuracy of your Personal Information; processing is

unlawful but you are opposed to deletion of Personal Information; we no longer need the

Personal  Information  for  the  purpose  of  processing,  but  you  may  need  it  for  the

establishment, exercise or defense of legal claims. When restricted on this basis, we

may continue to store your Personal Information but only:  with your consent, for the

establishment,  exercise or  defense of legal  claims,  for the protection of the rights of

another natural or legal person, or for reasons of important public interest. 

6. The right to data portability.  You have the right to request that we provide you with

your Personal Information and, if possible, provide this information directly (in a portable

format) to another service provider when the processing is based on consent or contract.

7. The right to object to processing.  You have the right to object to the processing or

request  a  restriction  of  further  processing  of  your  Personal  Information  by  IBKRAM

based on legitimate interest and/or direct marketing. If you make such an objection, we

will cease to process your Personal Information unless we can demonstrate compelling

legitimate reasons for processing which override your interests, rights and freedoms or

the processing is for the establishment, exercise or defense of legal claims. 
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8. The right to lodge a complaint with a supervisory authority if you believe that our

processing infringes data protection laws. You may do so in the EU member state of

your habitual residence, your place of work, or the place of the alleged infringement.

9. The right to withdraw consent to the processing of Personal Information, if that is

the basis for processing. Withdrawal of your consent does not affect the lawfulness of

processing before withdrawal. Also, in certain circumstances it may be lawful for us to

continue processing your Personal Information without your consent if we have another

legitimate reason for doing so. 

10. You have the right to object for our processing of your Personal Information for

direct  marketing  purposes.  If  you  do,  we  will  cease  to  process  your  Personal

Information for this purpose. 

11. You have the right to not be subject to a decision based solely on automated

processing, including profiling, which significantly affect you. IBKRAM’s risk score

questionnaire is the only automated decision-making mechanism we use that processes

your Personal Information. Because that questionnaire is our means of determining the

suitability  of  our  investment  portfolios  for  your  client  profile  in  order  to  satisfy  our

regulatory  obligations  and  to  perform  the  investment  management  services  you

requested under the Investment Management Agreement we have with you, this right is

inapplicable to our processing of your Personal Information. 

To exercise any of the above rights, you may send an email  to  dpo@ibkram.com  . We may

request that you prove your identity by providing us a copy of a valid means of identification in

order for us to comply with our security obligations and prevent unauthorized disclosure of data. 

We have attempted to summarize above the rights granted by GDPR. Please note that some of

these rights are complex and not all  of  the details  could be included in  this summary.  You

should read the relevant laws and guidance for a full explanation of these rights. The website of

the  UK  Information  Commissioner’s  Office  has  detailed  information  about  these  rights:

https://ico.org.uk/

Page 38


